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July 14, 2020 

 
The Honorable Joseph J. Simons 
Chairman 
Federal Trade Commission 
600 Pennsylvania Ave NW 
Washington, DC 20580 
 
Dear Chairman Simons: 
 
We write to express our concern following reports highlighting the recent emergence of 
coronavirus (COVID-19) contact tracing scams to financially exploit consumers and to request 
specific information on what the Federal Trade Commission (FTC) is doing to ensure seniors are 
protected during the pandemic.  
 
As businesses reopen and cities and states use various methods of contact tracing—the process 
by which public health officials identify and track people who have come in contact with an 
individual who has tested positive for coronavirus—recent reports have highlighted repeated 
incidents of scammers posing as contact tracers to financially exploit consumers and steal their 
personal identifying information, such as Social Security, bank account, and credit card 
numbers.1  
 
We have serious concerns about seniors—who lose an estimated $3 billion annually to financial 
fraud2—being targeted by scammers seeking to exploit their vulnerability to the virus.3 It is for 
this reason that we introduced the bipartisan Protecting Seniors from Emergency Scams Act, 
which directs the FTC to report to Congress on scams targeting seniors during the pandemic and 
make recommendations on how to prevent future scams during emergencies. We are concerned 
that seniors—arguably the most vulnerable population to both the coronavirus and bad actors—
will be similarly targeted in contact tracing scams. 
 
While we understand that the FTC has partnered with the Department of Justice (DOJ) and 
Department of Health and Human Services (HHS) to warn consumers about and investigate 
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contact tracing scams,4 we believe additional measures must be considered to educate seniors 
about how to protect themselves from this type of fraud. Contact tracing is an essential part of 
limiting the spread of the virus, and we encourage the FTC to take action to better educate 
seniors in understanding how to recognize legitimate contact tracing exercises and understand 
their recourse options should they fall victim to these evolving scams. We also respectfully 
request that you respond to the following questions: 
 
1. What action has the FTC taken to date to coordinate with DOJ, HHS, states, and private 

stakeholders to educate seniors about contact tracing scams and how to protect themselves? 
 

2. Is the FTC planning to take additional measures to better protect seniors and assist them 
should they become victim to a contact tracing scam? If so, please describe these measures. 

 
3. What data has the FTC collected on the number of contact tracing scams since the onset of 

the coronavirus pandemic? Is the FTC providing this data to its law enforcement partners as 
part of its Consumer Sentinel Network?  

 
4. Does the FTC need additional resources to better protect seniors from contact tracing scams? 

If so, please describe these resource needs in detail.  
 
Thank you for your attention to this important matter. We look forward to your response. 
 

Sincerely, 
 
 
 
 
 
__________________________    __________________________ 
Jerry Moran                 Amy Klobuchar 
United States Senator      United States Senator 
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